CS2664 Lab Part 4 (Ports and Security)                                                            

1) Read the article here to gain some background knowledge in the TCP/IP stack and operating system detection methods:                     http://www.insecure.org/nmap/nmap-fingerprinting-article.html
In particular read the section entitled “FINGERPRINTING METHODOLOGY”

Based on your knowledge of TCP/IP and the TCP/IP header, do you understand how these methods work?

2) Read the man page for nmap (go to the OpenBSD machine and type man nmap).

Breifly peruse the flags and settings used to be able to perform different network scans.

This is your reference guide for this part of the lab. 

3) Nmap is the tool used behind sites like the one mentioned at the end of Lab 3. 

Use this tool to perform some of the following exercises:

Use the ‘-v’ option for all your scans as it will output the most information to the screen.

NOTE: Most hosts will also require the use of the –P0 option. (see part 12)
4) Perform a basic port scan on the localhost. (the OpenBSD machine)

5) What services are running here?

6) Perform a basic port scan on YOUR machine.

7) Find a host somewhere in the world that is running Microsoft Windows. (use NMAP to verify)

8) Find a host running Linux. (use NMAP to verify)

9) Can you find a host using a different type of operating system?

10) Run at least one of each kind of scan: SYN, TCP Connect(), Stealth Fin, Xmas Tree, and Null Scan.

Try to change the host which you run each scan on.
11) What version of ssh is running on local host?

12) What does the –P0 option do? Of the hosts I listed on the board, which ones needed the –P0 option? Do you know why this is?

13) What operating systems are running on each of the hosts that I wrote on the board? Use different kinds of scans to see if the results vary. 

