CS2664 Lab Part 3                                                                  

1) Go to this website: http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html
Download putty.exe for Windows. Save it to the desktop.

2) Use this program to log into a unix machine. (I will give you the IP address, account name and password in class).

3) Several tools exist that are similar to those discussed in class regarding Windows based machines. What are the major similarities? Differences? Use the Internet as a guide. The unix installed on the machine is called OpenBSD. 

If you need help on a specific command and want to see how to use it, type the word “man” then a space before the command you are inquiring about. It will print a sheet similar to what I gave you last week for that command. Some of the options will probably be different.

$ man arp 

$ man ping

$ man <command name>

Press spacebar to scroll through the documentation. Press the letter q to quit.

To stop a command use CTRL-C

Ex:

$ ping google.ca

PING google.ca (64.233.187.104): 56 data bytes

64 bytes from 64.233.187.104: icmp_seq=0 ttl=240 time=91.045 ms

64 bytes from 64.233.187.104: icmp_seq=1 ttl=242 time=81.560 ms

64 bytes from 64.233.187.104: icmp_seq=2 ttl=242 time=79.838 ms

(CTRL-C)

4) What is the command equivalent to ipconfig? (hint: Use Google)
5) How many “regular” interfaces does this machine have?

The interface names that are important will have an IP Address associated with them.

Do NOT include the loopback interface (127.x.y.z) in your calculations.

6) What is the MAC address associated with each interface?

7) What is the default MTU set on each interface?

8) What is the IP address on each interface?

9) What is the net mask for each?
10 )What information does the routing table give you? (Just the Internet part, don't bother with the Internet6 section)

11) Draw a picture of this router with “The Internet” cloud and IP addresses associated with each named interface in the routing table.
12) Get together with a partner. It will help if it is someone near you.

13) See if you can determine which machine you are connecting from. 

14) Using the netstat command and the following information: See how many states you can catch from the IP state transition diagram. (Connect to the server over and over using ssh).

Try adding this to the end of the command: “ | grep <ipaddress>”

15) Use ethereal during one of your sessions. Can you see the states transition from the client side?

16) In the previous class there was mention of a tool called traceroute (tracert on Windows). What does this tool do? 
Try it on the lab machines. 
Are your results the same as your partner?

Explain!

17) Try it on the OpenBSD machine. Did you get similar results as from the windows machine?

18) Try running traceroute from the BCIT machine to the OpenBSD machine and vice-verca. Do the paths share any common elements?

19) Lastly try the command “whois” from the OpenBSD machine. A web alternative can be found at http://www.samspade.org/ . What information does this tell you?

20) Go to this website http://hackerwhacker.com/freetools.php 

Run the tests there. What does it tell you about your machine? Can you explain what it is doing based on your knowledge of TCP/IP?

NOTE: This will provide more detail on your home machine than a BCIT machine since not many services are running on the lab machines and they are behind a firewall.

