CS2664 Lab 1                                                                                       November 19, 2004
Part 1

Some IP utilities:

ARP, PING, FTP, NETSTAT, IPCONFIG

These are some great tools that can be used for network trouble shooting and can help Network Administrators diagnose some common problems. 

This lab will entail two key elements for you to familiarize yourself with. 

The first will be the standard Microsoft command prompt. You can get to this by going to the Start Menu -> Run 

In the box type 'cmd' (without the quotes).

This is where we will use the programs, ‘arp’, ‘ping’, ‘ftp’, ‘netstat’, and of course ‘ipconfig’. Similar utilities exist on UNIX based systems. Although Windows tends to be case insensitive, UNIX systems are not. Therefore, I strongly urge you to keep all commands lower case.
Most of these programs will require additional arguments in order to produce the desired effect. I have included handouts for these commands and their command line options.

Q1) How can I determine if IP (TCP/IP) is properly installed on a windows host?

Assume that your machine is not connected on a LAN.

A)

Q2) What network are you on? 

A)

Q3) Is this an exernally routeable address? (Is this a private network ?)
A)

Q4) What is the netmask?

A)

Q5) One of the students asked how to see the arp cache. Use the 'arp' command 

to find out. What parameter is needed to view the contents of the cache?

A) 

Q6) Can you clear the contents of the cache? What parameter is needed for this?

A)

Q7) Ask your neighbour for his/her IP address. What is it? Can you ping it?

A)

Q8) Check the contents of the arp cache again. Does the IP appear in the 

ARP cache? What is the MAC Address associated with this entry?

A) 

Q9) Does the MAC address match that of your neighbour? Compare them.

A)

Q10) Hopefully, you read chapter handout given last class for your assignment. You can view the routing table on your machine by using netstat. What do the parameters “-a”, 

“-r” and “-n” do?

A)
Q10) With your group, clear all the contents of all the arp cache tables. Connect all the machines to the HUB. Get ONE  person in the group to perform Q7 & Q8 again. Make sure all members start capturing using Ethereal before this person starts. Next, have the same person start surfing the web. Which members see the traffic? Why?

A)
Q11) With your group choose a different person. Repeat Q10 using the BCIT switch/router. What differences do you see? Why?

A)
Part 2
(read the following)
Faster connection for free
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Boost the performance of your Internet connection with our indispensable, no nonsense tips and tweaks

No doubt you’ve seen the banner ads: ‘Double your Internet connection speed!’ ‘Your Internet connection isn’t optimised!’ There are plenty of folks trying to sell you software that will speed up your Internet connection. While some of the tweaks applied by such software can help to improve the speed of your connection, some do nothing of value. This month we take a look at some tips that anyone can apply when trying to optimise the speed of their Internet connection, regardless of whether you’re using dial-up, DSL or a cable connection.

The single issue that has the greatest effect on the speed of your Internet connection is the method used to connect. While both DSL and cable-based Internet connections provide download speeds ranging from 256K to 3Mb or more, traditional modems are limited to a theoretical maximum of 56K. Under best conditions, this means a maximum of about 52K . Regardless of any bandwidth limitations, there are a number of methods to help improve the speed of your connection. Remember, though, that optimization settings will result in more efficient performance, but understand that the bandwidth you’re dealing with won’t change. 

Optimised settings
If you search the Internet for ways to optimise your Internet connection, one of the most common suggestions that you’ll come across is to tweak the MTU size associated with your connection. MTU stands for Maximum Transmission Unit, and represents the largest packet size that a particular technology can handle without the need to split the packet up into smaller pieces, known as fragmentation. When Windows creates packets with a size larger than the MTU, they must be fragmented. This leads to sub-optimal performance and an often inefficient use of the connection. Although later versions apply the correct default MTU to dial-up and Ethernet connections, Windows 95 dial-up connections were particularly prone to this issue. It used an MTU of 1,500 bytes by default, even on a dial-up connection. 

The easiest way to determine the maximum MTU supported by your ISP is by using the ‘ping’ command. When issued with the -f and -l options, the command will show you whether packets of different sizes are being fragmented. The following command will highlight whether fragmentation occurs, based on a specified packet size of 1,400 bytes: ping -f -l 1400. If the ping responds normally, try a higher MTU setting. If the ping returns a value of ‘Packet needs to be fragmented but DF set’ then you know you’re above the maximum MTU your connection supports. Play around with packet size values until you find the MTU associated with your connection. Changing the MTU value in the Registry can be difficult. Consider using a tweaking utility like TweakMASTER – detailed over the page – to change the value easily, or see the walkthrough below to edit the Registry directly.

Q1) What exactly does the “-f” option do in the ping command? Can you see how this would improve the performance? Why would it? What does the “-l” ping command do?

A)

Q2) Determine the MTU of the network to which you are attached.
A)

